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Incidents/Articles of Note:

No Honor Among Thieves – Scammers Are Scamming Each Other
Criminals Break Hearts and Wallets With Pet Adoption Scams
Christmas Warning: Threat Actors Impersonate your Favorite Brands to Attack
Fraud reports and losses: Not just a grandparent’s story
BBB Warns holiday shoppers of 12 scams of Christmas - WRIC
Email Phishing Scam Alert - VTx I Virginia Tech
AARP Virginia Advises Vigilance When Purchasing Gift Cards
How to avoid holiday job scams
Scammers Use Stolen Info to Make Fake Driver's Licenses (WA)
Cabell County Woman Pleads Guilty to Federal Fraud Crimes (WVA)
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https://fusion.vsp.virginia.gov/vfcshield/scamaware-december-2022-2-of-2/
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https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/resources
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://heimdalsecurity.com/blog/cybercriminals-attacking-each-other-gives-defenders-access-to-inside-info/?web_view=true
https://www.aarp.org/money/scams-fraud/info-2019/pet.html?CMP=EMC-CSN-NLC-OTH-FRD-1306304-1594905-6900656-NA-12142022-FraudWatchNetwork_Dec-MS2-Asset1-TXT-OR-Fraud&encparam=eoj5QLEgPQ2RTdIWVm0Pq%2fEHlqOv9vbv66zosRKkX5w%3d
https://www.infosecurity-magazine.com/news/threat-actors-impersonate-your/
https://consumer.ftc.gov/consumer-alerts/2022/11/fraud-reports-and-losses-not-just-grandparents-story?utm_source=govdelivery
https://www.wric.com/news/8news-consumer-alerts/bbb-warns-holiday-shoppers-of-12-scams-of-christmas-heres-what-to-watch-out-for/
https://vtx.vt.edu/notices/itso-email-phishing-scam-alert.html
https://thezebra.org/2022/12/12/aarp-virginia-advises-vigilance-when-purchasing-gift-cards/
https://consumer.ftc.gov/consumer-alerts/2022/11/how-avoid-holiday-job-scams?utm_source=govdelivery
https://www.nbcwashington.com/investigations/scammers-use-stolen-info-to-make-fake-drivers-licenses/3229511/
https://www.justice.gov/usao-sdwv/pr/cabell-county-woman-pleads-guilty-federal-fraud-crimes


 

 

 

 
 

 
 

 

 

 
 

 

         
 

 
View Virginia Fusion
Center Homepage

 Click Here

Observe Suspicious
Activity?

 Report Online

 
 

Not a VFC Shield Member?

Resource | VFC

Don't Fall Victim To Scams 
This Holiday Season
Every year, thousands of people become 
victims of holiday scams. Scammers can 
rob you of hard-earned
money, personal information, and, at the 
very least, a festive mood.

View Resource

Resource | BBB

How to Spot a Scam
BBB has published a new Scam
Alert every week for the past 10 years. In 
that time, we've learned a few things 
about spotting scams. From phony text 
messages to fake surveys to suspicious 
social media accounts, this guide covers 
how to identify a scammer's
handiwork—no matter the form it
takes. Read our tips for spotting scams, 
so you'll never fall for one again.

View Resource

- Tools and Resources -

https://fusion.vsp.virginia.gov/vfcshield/all-sectors-bulletin-holiday-scams-2022/
https://www.bbb.org/all/spot-a-scam
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar


Join Today

 
 

Virginia Shield Coalition
 

"Awareness Through Information Sharing"
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Useful Links

  webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

Virginia Fusion Center
7700 Midlothian Turnpike
N. Chesterfield, VA 23235

Email Coordinator All Products
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The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
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